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Who I am ?

● Cloud Cybersecurity Lead, automotive sector
● PhD in Computer Science · CISSP · 15 years securing 

software across: aerospace, banking, defense, automotive.
● Practitioner newsletter: newsletter.aminrj.com

Here as a researcher. 

Amine Raji



"Descriptions of tool behavior such as 
annotations should be considered untrusted, 
unless obtained from a trusted server." 

— Model Context Protocol Specification, §Security and Trust & Safety 
Version 2025-11-25, modelcontextprotocol.io (quote unchanged from 2025-06-18)



The Thesis

This talk: three attacks, two demos, the controls that 
close the gap,and the controls that don't.

“The MCP specification places tool descriptions outside its trust boundary, but 
provides no mechanism for hosts to enforce that boundary”

One year of production data shows what 
happens to a security property that is 

specified but not enforced.
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MCP in 90 seconds
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• Provide a secure, structured, 
and auditable way for models 
to:
    • Discover tools
    • Request actions
    • Receive structured results
• Decouple models from tool 
implementations

Purpose

MCP Client
    • Typically an LLM host (IDE, 
agent framework, Copilot 
runtime)
    • Initiates requests on 
behalf of the model

MCP Server
    • Exposes tools, prompts, 
and resources
    • Enforces validation and 
access boundaries

Transport Layer
    • stdio (local)
    • HTTP/SSE (remote)

Core Components

1. Client connects to MCP Server
2. Server advertises available 
capabilities
3. Client invokes tools via 
structured requests
4. Server executes and returns 
structured results

High-Level Flow

Model Context Protocol



What MCP actually is ?
It’s just…
JSON‑RPC 2.0
… with strict schemas
Explicit tool boundaries
… no hidden execution
Client ↔ Server protocol
… model never touches systems
Auth & transport aware
… local or remote
Over…
• stdio (local tools)
• streamable HTTP (remote)
• Server‑side enforcement

MCP: High‑Level Flow
Model → Client → Server → Tool
• Client speaks MCP
• Server owns execution
• Model only sees structured results
No magic.
No implicit function calls.
No free‑form execution. Request Tool Call Tool



The flat namespace

When an agent connects to multiple MCP servers: 

One flat array. No server-of-origin. 
No trust tier. No namespace.



Why the LLM can’t distinguish ? 

Sources: arXiv:2403.06833 (ICLR 2025); 
arXiv:2503.10566 (ICLR 2026).

Zverev et al., ICLR 2025, formally measured instruction-data separation.



Trust Shifts: Your instincts are backwards

You trust at install MCP attacks at runtime

You control context MCP delivers it to you

The user triggers attacks The handshake already did

Vs.

Vs.

Vs.



~200,000 instances exposed to RCE via STDIO 
command injection OX Security · April 2026

"Private data + untrusted 
content + exfiltration vector" 
— Simon Willison, June 2025

Sources: Endor Labs · GitGuardian · Knostic · PipeLab · MCPSecBench ICLR 2026



Three Attack 
Classes
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Three attacks. Two live demos

① Tool Description Poisoning     — server-side, direct

② Cross-Server Shadowing         — server-side, indirect  

③ Rug Pull                                        — supply chain, in-the-wild

Each has a disclosed CVE. One was used in production.



Attack 1: Tool Description Poisoning

Class: Server-side, direct effect (Invariant Labs taxonomy, Apr 2025).
Threat model: Adversary controls a single MCP server; user has installed it; agent has 
file-access tool available.
Original disclosure: Beurer-Kellner & Fischer, Invariant Labs, 6 April 2025.

This is not prompt injection (user input). It 
is metadata that the host includes in the 

LLM's system context, verbatim, because 
the spec defines no validation step



https://docs.google.com/file/d/1ABcjXh2ybOlAx9pI5jhr6azIWc_9F9j9/preview


Attack 1: Capability dependence

MCPSecBench: A Systematic Security Benchmark and 
Playground for Testing Model Context Protocols 

Source: https://arxiv.org/html/2508.13220

Not every model follows the embedded instruction.

Higher capability ≠ safer



https://docs.google.com/file/d/1CFMlVsYK063stncbtOad9o89jboyPJAT/preview


Attack 2: Cross-Server Shadowing

Class: Server-side, indirect effect (Invariant Labs, Apr 2025).
Threat model: Adversary controls one MCP server in a multi-server agent 
configuration; agent connects to a trusted second server.

Key property: The malicious description references tools by name from the trusted 
server. The flat namespace makes the cross-reference resolvable. End-to-end 
encryption is preserved. The exfiltration happens above the encryption layer, inside 
the trusted client.



Attack 3: Rug pull

15 Sep
clean release

~1.5k/week
adoption grows

17 Sep
malicious line
Bcc: phan@iftshop.club

25 Sep
disclosed

post
copies remain

Est. exfiltration
cited by Koi: 3,000–15,000 emails/day 
during active window; not independently 
verified.

To be continued

postmark-mcp 



Controls in 
production
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what's in the package

↪ rug pull lives here

BEFORE YOU CONNECT

what the server tells 
the model

↪ tool poisoning lives 
here

AT HANDSHAKE

what the agent actually 
does

↪ cross-server 
shadowing lives here

RUNTIME

Where do you defend?

Each attack tonight operated in a different zone. Defense requires all three



MCP04  Supply Chain

MCP01  Token 
Mismanagement

MCP07  Insufficient Auth

PRE-DEPLOYMENT

MCP03  Tool Poisoning

MCP09  Shadow MCP

MCP05  Command 
Injection

AT HANDSHAKE

MCP06  Prompt Injection

MCP10  Over-Sharing

MCP08  Lack of Audit

MCP02  Scope Creep

RUNTIME

The risk map: OWASP MCP Top 10

owasp.org/www-project-mcp-top-10 · Lead: Vandana Verma Sehgal 



Hash-pin descriptions 
mcp-scan --hash-pin

SBOM + Snyk scan

Version pinning

Human description review 
checklist

PRE-DEPLOYMENT

Egress default-deny

Per-tool arg display

Schema validation

OAuth 2.1 + RFC 8707 
(Streamable HTTP)

RUNTIME                

Cryptographic binding

Server-of-origin field

Namespace scoping

Attestation (Maloyan & 
Namiot, 2026)

PROTOCOL (pending)

Controls: three tiers, honest coverage

SAFE-MCP framework: MITRE ATT&CK-aligned mitigations per technique
github.com/safe-agentic-framework/safe-mcp



What already exists

OWASP MCP Top 10 owasp.org/www-project-mcp-top-10

OWASP Secure MCP Guide genai.owasp.org (Feb 2026, 17 pages)

SAFE-MCP Framework github.com/safe-agentic-framework/safe-mcp

Snyk Agent Scan github.com/snyk/agent-scan 

You don't need to build the taxonomy. Use these.



Snyk Agent Scan 



Before you connect any MCP server

☐  source code reachable, contractual or public

☐  version pinned + checksum verified

☐  scan snyk-agent-scan returns no HIGH or CRITICAL 

☐  read full tool descriptions reviewed by a human 

☐  hash description hash stored, verified on reconnection

☐  egress default-deny on the MCP server process

☐  visibility argument display enabled in your agent client

None of these require buying anything.

Full checklist: aminrj.com/posts/owasp-mcp-top-10



Restatement

The spec places tool descriptions outside its trust boundary.
No mechanism to enforce that boundary.

We saw:
● Tool poisoning: hidden instruction, SSH key exfiltrated (Demo 1)

● Cross-server shadowing: trivia hijacks WhatsApp (Demo 2)

● Rug pull: one line, 15 clean versions, thousands of emails

The attacks are reproducible. Controls exist for 5 of 6 classes.

The remaining class is where the ecosystem is now responsible.



Thank you
Writeup, labs, reproducibility:

aminrj.com

Tack


